
  
TERMS of SERVICES & PRIVACY POLICY  
   
The company MRICONS LTD (hereinafter referred to as “MRICONS” or “we”) offers its 
products and/or services under the following Terms of Services (collectively the 
“Agreement”) that constitute a legal agreement between you and MRICONS. By accessing, 
browsing to and registering at the following site, you warrant and represent that you are at 
least 18 years of age, that you have read and understood the terms and conditions and you 
agree to be legally bound by the Agreement and the Privacy Policy set forth herein just as if 
had signed them.  
If you do not agree to all of these Terms and Conditions, you may not use these services.  
This Agreement was last updated on May 25, 2018. MRICONS reserves the right to amend 
the agreement from time to time.  
Any use of the amended terms shall have immediate effect.  
Terms applicable to the Post-Processing Services  

Scope of the Services  
The content of this website relates to services offered by MRICONS to healthcare 
professionals.   
The following agreement refers to the Website found at: https://online.mricons.eu and 
legally binds MRICONS clients that are users of MRI systems. When rendering our services, 
users as soon as the registration process is completed, log into the online platform 
at https://online.mricons.eu and gain access to the post-processing services. Users have 
the option to upload MRI images on the platform in order MRICONS to produce advanced 
post-processing reports.  

Intellectual Property  
Any and all content of the website including but not limited to, the MRICONS registered 
trademark, service mark, domain name, industrial designs, logos, patents, databases, 
images, photographs, icons, texts, layout, graphics and code are protected 
by Cyprus Copyright and Intellectual Property Law and are owned by MRICONS or third 
parties authorized by MRICONS to modify the software.  
The company hereby, grants users a limited, revocable, non-exclusive, non-transferable 
license to access, use and display the software, the database, the services, and all of its 
proprietary elements for their own personal and non-commercial purposes. All rights not 
expressly granted to users are reserved. Unauthorized use of any such trademark, service 
mark, logo, meta-tag or any “hidden text” utilizing MRICONS name without its prior written 
consent, constitutes a violation of Cyprus Copyright Act.  
Disclaimer  
MRICONS may take all reasonable and appropriate measures so the data and information 
contained in the site are complete, accurate and reliable. However, the company does not 
guarantee the completeness, currency, accuracy, reliability and quality of data and 
information that users upload at its website. Users are encouraged to confirm the 
information they provide at the online platform. Content downloaded from or uploaded to 
the site is done at users’ sole discretion and risk. MRICONS does not represent or warrant 
that the site will be uninterrupted and it is not liable to users or any other third parties for 
loss or damage suffered.  
Content  
MRICONS is not responsible for comments users post at its discussion board and shall not be 
held liable for any information contained in its website which has inaccurate, false, 
menacing, indecent, defamatory and offensive content. The transmission or attachment of 
messages or information that lead or may lead to criminal or civil liability is 
prohibited. MRICONS states that it will work with any police or judicial authority, so as to 
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reveal the identity of any user who publishes or transmits such material. MRICONS reserves 
the right to modify the website and remove at any time, any content that finds offensive, 
fraudulent and inappropriate or in violation of the Terms of Services set forth herein.  
Medical Content  
Please keep in mind that this website is addressed to users of MRI systems and qualified 
healthcare professionals. The Service provided by MRICONS does not substitute in any way, 
any professional advice or treatment. While MRICONS hopes to be helpful with the online-
post processing services offered, users should trust their own clinical judgment as health 
care professionals and accordingly evaluate medical results. Clinical tools and databases 
provided herein are complementary to medical advice. Information extracted from the use 
of this Service should always be confirmed with other medical sources before deciding on 
treatment. Professional health care users are the only ones responsible for making the final 
decisions on medical cases. MRICONS cannot be held accountable for medical decisions as it 
only provides users with a technical service for the enhancement of MRI images.  
Data and information found on this website, are created by users with a license to practice 
medicine and as such users are obliged to obey the rules of medical ethics respecting 
patients’ confidentiality.  MRICONS following the data protection rules laid down by 
the Cyprus Data Protection Authority automatically deletes patients’ data seven days 
after examination has been uploaded.  
Use of the site  
Users should refrain from posting inappropriate content or transmitting unsolicited chain 
letters or “spam” and other illegal material.  
Users acknowledge and agree that the post-processing services provided to them 
by MRICONS, contain strictly confidential medical information and they are not permitted to 
copy, download, publish, redistribute, reproduce, modify and sell any of the content for 
commercial or any other purposes whatsoever.  
Termination  
MRICONS reserves the right to suspend or terminate, temporarily or permanently, the 
account of a user at any time and take appropriate legal action, if a user violates the terms 
and conditions of this agreement in any way. MRICONS shall not be held liable for any 
damages or losses caused by such alteration.   
Governing Law  
In the event of a dispute concerning the following services, the contractual terms of this 
document shall be submitted to the exclusive jurisdiction of Cyprus courts applying 
the Cyprus Law.  

  



PRIVACY POLICY  
  
The personal information which are described in the following paragraphs are stored and 
used by MRICONS personnel in MRICONS premises or through secured VPN connections.   

  
A. MRICONS will not ask any personal data while you 're using the online post-
processing  platform except for the following data that will be used for registering the 
medical company in the platform:  
  

o Medical Company Title or First  and Last Name of the medical company 
employee which will use the post-processing platform.   
o Contact Email of the medical company. If a generic email is not existing, it 
can be used instead a medical company employee email. The employee should 
be the one that will use the post-processing platform .  
o A Company Telephone Number if MRICONS Personnel needs to contact the 
medical company employee.  
o Optionally, the First and Last Name of the director of MRI Department 
should be supplied to MRICONS in order to be included at the footer  of the post 
- processing report, in case the medical company requests for.  
 
The medical company employee can access through his profile all collected data 
and may correct them.  
  
In order to delete a profile, the medical company authorized personnel should 
send an email to the privacy@mricons-support.eu and the company will comply 
within a maximum duration thirty (30) days.  
 

  
You have the following rights in relation to your personal information maintained by 
MRICONS:      
 
Your right of access  
  

If you ask us, we’ll confirm whether we’re processing your personal information and, if so, 
provide you with a copy of that personal information (along with certain other details). You 
can also see directly via your profile link which information we‘re using.  
  
Your right to correct information  
If the personal information we hold about you is inaccurate or incomplete, you’re entitled 
to have it corrected. You can also correct directly via your profile link your personal 
information.  
   
Your right to “be forgotten”  
You can ask us to remove your personal information in some circumstances such as where 
we no longer need it.  
  
Your right to restrict information  
You can ask us to ‘block’ or suppress the processing of your personal information in certain 
circumstances such as where you contest the accuracy of that personal information or you 
object to us processing it. It won’t stop us from storing your personal information though. 
We’ll tell you before we lift any restriction.   
  



Your right to data portability  
With effect from 25 May 2018, you have the right, in certain circumstances, to obtain 
personal information you’ve provided us with (in a structured, commonly used and machine 
readable format) and to reuse it elsewhere or to ask us to transfer this to a third party of 
your choice.  
 
This security policy is consistent with Cyprus Law n (Ν. 138(I)/2001) , (Ν. 37(I)/2003) , Ν. 
105(I)/2012) and decisions of the Cyprus Data protection 
Authority (http://www.dataprotection.gov.cy/).  
  

  
B. MRICONS logs the following parameters in the post-processing database, from an 
MRI Examination:  

 Patient Code: An unique code that is generated by the user during the 
identification process exclusively at the premises of the medical company  
 Medical  Company  
 Post Processing Examination Types that has been requested by the user 
 

 MRICONS deletes the following parameters in the post processing database, after 
seven (7) days from the day that the examination was initially stored in Patient 
Code  
MRICONS stores examination DICOM files and transmitted reports for at most seven 
(7) days after the day that the examination was uploaded by the user in database.  
MRICONS truncates the database log file every week and keeps the database 
backup for one week at most.  

 
Data Collection and Privacy Policy (DCMROUTER)  
"DICOM Router"  (DCMROUTER) is a Software Application, deployed and used by medical 
centers, for anonymizing locally selected patient medical data (e.g. MRI examinations) and 
subsequently for securely transmitting those over a network to the company's (MRICONS) 
secured servers for post processing. The application is deployed on a workstation, inside 
site's internal network, and is constantly running at the OS level, ensuring its 24/7 operation. 
The end user can directly submit his medical data for processing directly from the medical 
device or PACS in use. 

 
For ensuring Patient/Examination data confidentiality and integrity, a de-identification 
process has been implemented in DCMROUTER side.  
For each dicom file arriving in DCMROUTER more than 240 DICOM Tags from its header are 
de-identified, adopting the guidelines provided by DICOM Supplement 142 Annex A1. This 
supplement is an international standard for de-identification of data in medical image files.  
The user may request more detailed information regarding the type of DICOM Tags that are 
been de-identified by sending an email to the following address : it_support@mricons-
support.eu 

 
 
Automatic collection of Information/Cookies.  
MRICONS collects personal customer data, which are automatically recognized by the web 
server, such as the IP address, the domain name as well as information related to their 
computer system. These data, however, are not related in any way to customers' personal 
data that are kept on our files without prior consent.  
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The website https://online.mricons.eu uses cookies for storing specific data. The data 
stored on cookies are: IP address, Session number ID, Customer ID. These are session and 
functionality cookies that facilitate at the user authentication. MRICONS does not allow at its 
website any tracking or third party advertising cookies.  

 
Transfer of Data  
 

Users Personal Information (Email) will be used in case a detailed report of number and type 
of  post processing exams is requested.  We do not transfer users’ personal data to third 
parties or the State without users consent and in special circumstances we respond to duly 
authorized information requests of governmental authorities or where required by law. In 
addition, MRICONS will use any information necessary in connection with adverse events 
reporting.  
 
If you think that personal information has been accessed and/or disclosed in an 
unauthorized fashion from our site, please inform as by sending an email to : 
privacy@mricons-support.eu.  
 
Medical Company is obliged to inform MRICONS in advance regarding any potential changes 
of its corresponding users. 
 

 
Security and Confidentiality  
MRICONS takes every possible security measure to prevent vulnerability and ensure data 
confidentiality, integrity and availability by following PCI standards and using SSL certificates. 
Our company follows a strict security policy while applying the most modern techniques of 
protection of personal data held in files from unauthorized access, use or illegal disclosure, 
unauthorized modification, intentional or unintentional damages. The company has 
no liability if personal data kept in the archives cause injury or damage to property or moral 
of data subjects.  

 
Changes in this privacy statement  
MRICONS may update this privacy statement to reproduce changes to our information 
practices. If we make any material changes, we will notify you by email (sent to the e-mail 
address specified in your account) or by means of a notice 
on https://online.mricons.eu prior to the change becoming effective. We urge you to 
periodically review this page for the latest information on our privacy practices. The present 
privacy statement is part of the terms and conditions agreement and is construed according 
to the relevant terms of the latter.  
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